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S3 Security Reality Check 2026
What Our 2.1M Bucket Scan Revealed
2.1 million public S3-compatible buckets scanned. 87% misconfigured. $4.2B in potential data valueexposed. This report presents the unfiltered findings of the largest independent cloud storage security auditever conducted — and shows you how to fix the most critical issues in 15 minutes.

2.1M
Buckets scanned across 14 cloud providers

$4.2B
Potential data value exposed to public internet

87%
Buckets with at least one misconfiguration

73%
Buckets with overly permissive IAM policies

KEY HIGHLIGHTS
✓ 87% of public buckets misconfigured
✓ $4.2B potential data value exposed
✓ 73% overly permissive IAM policies
✓ Free scanner tool included
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Executive Summary: The Numbers Don't Lie
In Q4 2025, Everabyte®'s Security Research Unit conducted the largest independent audit of public S3-compatible cloud object storage ever performed. Using a combination of DNS enumeration, public registryscraping, and permissioned API scanning across 14 major cloud providers, we catalogued and assessedthe security posture of 2,147,382 distinct storage buckets exposed to the public internet.
The findings are, by any measure, alarming. Not because misconfiguration is surprising — securityresearchers have documented S3 misconfiguration risks since 2017. What is alarming is that eight yearsafter the first wave of major S3 data breach headlines, the misconfiguration rate has not meaningfullyimproved. If anything, the attack surface has grown: cloud adoption has accelerated, the tooling for scanningbuckets has become widely accessible to threat actors, and the data stored in cloud object storage hasgrown dramatically in sensitivity and volume.

87%
Buckets with ≥1 critical misconfiguration

$4.2B
Estimated value of exposed data assets

43%
Buckets with public read access enabled

73%
Buckets with overly permissive IAM policies

Five Findings That Should Keep CISOs Awake
Our analysis surfaced five findings that represent systemic, structural failures in how organizations configureand govern cloud object storage — not isolated incidents.

1. Public read access is still the default error. 43% of scanned buckets had public read access enabledwith no authentication requirement. In 2026, there is no legitimate use case for accidentally publicbuckets. Yet they persist at massive scale, exposing everything frommedical records to source code.
2. IAM policies have become dangerously complex — and complexity breeds permission creep. 73%of buckets assessed had IAM policies granting broader access than any documented use caserequired. The average bucket had 4.7 IAM principals with read access; fewer than 12% of thoseprincipals were verified as active.
3. Encryption is configured but often cosmetic. 91% of buckets had server-side encryption enabled —a number that sounds reassuring until you understand that 84% of those used AWS S3's defaultSSE-S3, where Amazon holds the keys. A compelled decryption order, a breach of AWS KMS, or amisconfigured bucket policy still exposes the data.
4. Logging is universally disabled for the buckets that matter most. Only 23% of buckets containingregulated data categories (PII, health records, financial data) had server access logging enabled.Threat actors can exfiltrate data from these buckets with no forensic trail.
5. Ransomware actors have adapted. Traditional ransomware encrypted local files. Modern cloud-targeting ransomware deletes S3 objects, disables versioning, and then demands payment to restorefrom backups that the attacker has already compromised. We documented 1,247 buckets thatshowed clear indicators of prior ransomware staging activity.
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CRITICAL: The $4.2B Exposure Figure Explained
The $4.2B potential data value figure is derived from the market value of the data categories detected in exposedbuckets: PII records at $50/record (industry average data breach cost per Ponemon Institute), health records at$250/record, financial data at $150/record, and intellectual property estimated from company revenue multiples.This is not the ransom demand figure — it is the estimated value of data that was accessible to anyunauthenticated internet user during our scan window.

The Good News: These Are Fixable
The most important finding in this report is also the most actionable: every category of misconfiguration wedocumented has a known, well-documented fix. None of the vulnerabilities described require novel securityresearch or advanced cryptographic expertise to address. They require configuration changes, IAM policyreviews, and the implementation of automated compliance monitoring.
Chapter 7 of this report includes a free, open-source scanner tool that assesses your S3 buckets against all10 of our top misconfiguration categories and provides a prioritized remediation checklist. For mostorganizations, the critical misconfigurations can be resolved in under 15 minutes of engineering time perbucket.
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Chapter 1: Methodology — How We Scanned 2.1MBuckets
Scope and Authorization
All scanning conducted for this report was performed using exclusively passive enumeration techniques —no active exploitation, no unauthorized access attempts, and no data exfiltration. We assessed only thesecurity posture of bucket configurations, not the content of bucket data. Where content analysis wasnecessary to classify data sensitivity, we accessed only publicly readable index objects (typically listing-enabled bucket root directories) and applied pattern-matching against file metadata, never downloading orstoring actual file content.
Our scan methodology was reviewed and approved by an independent legal counsel specializing incomputer fraud and cybersecurity law. We operate under responsible disclosure principles: any organizationwhose buckets exhibited critical misconfigurations was notified via published abuse contacts, AWS Trust &Safety, and where identifiable, direct CISO contact, before this report was published.
Data Collection Architecture
Phase 1: Bucket Enumeration
Public S3 buckets are discoverable through multiple passive channels that require no authentication. Ourenumeration combined four sources:

6. DNS brute-forcing of the s3.amazonaws.com subdomain space using a wordlist of 15 million commonbucket naming patterns derived from analysis of previously disclosed breaches, GitHub repositoryscanning, and common enterprise naming conventions.
7. Certificate Transparency (CT) log mining — bucket names embedded in TLS certificates for S3-hosted static websites appear in CT logs within hours of certificate issuance. We processed 8.3 billionCT log entries covering the preceding 24 months.
8. Public dataset indexing — Common Crawl, the Internet Archive, and several academic web crawldatasets contain references to S3 bucket URLs embedded in HTML, JavaScript, and CSS files ofpublicly indexed web properties.
9. Cloud provider public registries — several cloud providers maintain public registries of object storagenamespaces for DNS resolution purposes. We extracted bucket namespace data from all 14providers within our scope.

Phase 2: Configuration Assessment
For each enumerated bucket, we performed the following non-invasive checks via public API calls:

• GET /?acl — Bucket ACL policy (returns 403 if not public, policy content if public)
• GET /?policy-status — Bucket policy public access status
• GET /?encryption — Default encryption configuration
• GET /?versioning — Versioning and MFA-delete status
• GET /?logging — Server access logging configuration
• GET /?replication — Cross-region replication status
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• HEAD / — Existence confirmation and response header analysis
All checks are read-only, non-destructive, and represent the same information available to anyunauthenticated internet user. No API calls requiring authentication were made against accounts we did notcontrol.

14
Cloud providers assessed (AWS, GCP, Azure,Cloudflare R2, +10)

8.3B
CT log entries processed for bucket discovery

2.1M
Total buckets enumerated and assessed

94
Days of scanning (September–December 2025)

Data Classification Framework
We applied a four-tier data sensitivity classification to all buckets where content metadata was accessible:

Tier Data Category Buckets Found
Tier 1 — CRITICAL PII, health records, financialdata, credentials 47,832

Tier 2 — HIGH Source code, API keys,configuration files 183,441

Tier 3 — MEDIUM Business documents, internalcommunications 412,887

Tier 4 — LOW Public web assets, mediafiles, log archives 1,503,222

Statistical Confidence and Limitations
With 2.1 million data points, our confidence intervals are narrow. For headline figures (misconfiguration rate,IAM policy findings), the margin of error is ±0.3% at 99% confidence. Our findings should be consideredrepresentative of the global public bucket population, weighted toward AWS S3 (which representsapproximately 68% of our sample, consistent with AWS's reported market share in object storage).
Limitations: our methodology cannot assess private buckets (by definition), buckets behind VPC endpoints,or buckets using non-standard authentication mechanisms. The true misconfiguration rate across all S3-compatible storage (including private buckets) is likely lower than 87%, as organizations with robust securityposture tend to avoid public exposure entirely.
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Chapter 2: Top 10 Misconfigurations Ranked bySeverity
The Severity Framework
Each misconfiguration is scored on a composite severity scale incorporating three factors: exploitability (howeasily can an attacker exploit this?), impact (what is the worst-case outcome if exploited?), and prevalence(what percentage of buckets exhibit this configuration?). Scores range from 1 to 10, with 9+ classified asCRITICAL, 7-8 as HIGH, and 4-6 as MEDIUM.

#1
CRITICAL

Public Access Block Not Enabled
Affects 61% of misconfigured buckets. AWS introduced the S3 Block Public Access feature in 2018specifically to prevent accidental public exposure. It must be explicitly enabled at both the account andbucket level. Organizations that have not enabled it are one misconfigured bucket policy away from adata breach.

#2
CRITICAL

Wildcard Principal in Bucket Policy (Principal: *)
Affects 43% of buckets with public read access. A bucket policy containing "Principal": "*" grants accessto any AWS principal — including unauthenticated users — unless a Condition block explicitly restrictsthe scope. In 31% of cases, there was no Condition block. This is the single most common direct causeof publicly readable bucket data.

#3
CRITICAL

Server Access Logging Disabled
Affects 77% of all scanned buckets. Without server access logging, there is no record of who accessedwhat data and when. This makes forensic investigation of data breaches effectively impossible, andviolates logging requirements under GDPR, HIPAA, and SOC 2.

#4
HIGH

Versioning Disabled — No Ransomware Recovery
Affects 68% of buckets. Without versioning enabled, a ransomware actor (or misconfigured application)that deletes objects cannot be recovered from. Object deletion is permanent and instantaneous. Withversioning enabled and MFA-delete required, recovery from deletion attacks is trivial.

#5
HIGH

Default SSE-S3 Encryption (Provider-Held Keys)
Affects 84% of encrypted buckets. SSE-S3 encrypts data at rest but uses AWS-managed keys. Thissatisfies checkbox compliance but offers no protection against legal compulsion, AWS insider threats,or KMS service breaches. SSE-KMS with customer-managed keys (CMKs) provides meaningful keycontrol.
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#6
HIGH

Cross-Region Replication Without Independent Encryption
Affects 29% of buckets with replication enabled. Replication copies objects — including their encryptionconfiguration — to a destination bucket. If the destination bucket has weaker access controls orencryption settings, the replicated data inherits those weaker controls. We found 12,441 buckets wherereplication destinations were more permissive than sources.

#7
HIGH

CORS Misconfiguration (AllowedOrigin: *)
Affects 38% of web-facing buckets. An overly permissive CORS policy allows any web origin to makecredentialed requests to the bucket, enabling cross-site request forgery (CSRF) attacks that canexfiltrate data using the victim's authenticated session.

#8
MEDIUM

Lifecycle Policy Absent — Stale Data Accumulation
Affects 71% of buckets. Without lifecycle policies, objects accumulate indefinitely. Stale objectscontaining outdated credentials, deprecated application configurations, and historical data increase thebreach impact of any access control failure. Lifecycle policies enforce automatic deletion or tiering ofaged data.

#9
MEDIUM

MFA-Delete Not Enabled on Versioned Buckets
Affects 94% of versioned buckets. Versioning without MFA-delete protection can be defeated by anattacker with compromised AWS credentials: they can simply disable versioning and then delete allobjects. MFA-delete requires a physical MFA token to disable versioning or permanently deleteversions, preventing credential-based deletion attacks.

#10
MEDIUM

Object Ownership — ACLs Not Disabled for New Objects
Affects 55% of buckets. S3 object ACLs are a legacy access control mechanism that predates bucketpolicies. Objects uploaded by external principals (cross-account uploads, pre-signed URL uploads) cancarry ACLs that override bucket-level access controls. Disabling ACLs entirely (Object Ownership:BucketOwnerEnforced) eliminates this attack surface.

Key Insight: Misconfigurations Are Additive
The most dangerous buckets in our dataset were not those with a single critical misconfiguration — they werethe 34% of buckets that exhibited five or more simultaneous misconfigurations. Each additional misconfigurationmultiplies the attack surface. A bucket that is publicly readable, unlogged, unversioned, and has permissiveCORS is not four times more dangerous than a bucket with one issue — it is exponentially more dangerousbecause an attacker can exploit the combination of weaknesses in a single, undetected, irreversible attack.
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Chapter 3: Ransomware Attack Vectors Through S3
The Evolution of Cloud-Targeting Ransomware
Ransomware operations targeting cloud object storage represent a fundamental evolution from the file-encrypting ransomware of 2015-2020. Traditional ransomware encrypted local files and demanded paymentfor the decryption key. The attack was limited by the attacker's ability to reach and encrypt data beforebackup processes could capture a clean snapshot.
Cloud-targeting ransomware inverts this model. Rather than encrypting data (which requires the attacker tomaintain an encryption process and, critically, to store a decryption key that law enforcement might recover),modern cloud ransomware deletes data directly via the cloud API. Object deletion through S3-compatibleAPIs is instantaneous, generates minimal logging if access logging is disabled, and — in the absence ofversioning — is permanent.

DOCUMENTED CAMPAIGN: CloudSerpent (Q3 2025)
In August 2025, Everabyte® Threat Intelligence Unit tracked the CloudSerpent campaign, which compromised847 organizations through a combination of AWS IAM credential theft (via exposed .env files in public GitHubrepositories) and S3 deletion-based ransomware. Average ransom demand: $340,000. Average data loss inorganizations without S3 versioning: 100% of bucket contents. Average recovery time for organizations with S3versioning and Everabyte® immutable backup: 47 minutes.

Attack Vector 1: Credential Exposure via Public Buckets
The most common entry point for S3-targeting ransomware campaigns is not a zero-day vulnerability — it isa public bucket containing application configuration files with embedded AWS credentials. Our scanidentified 8,341 buckets containing files matching credential patterns (AWS access keys, API tokens,database connection strings) in publicly accessible locations.
The attack chain is straightforward:

10. Attacker scans for public buckets (using the same techniques described in Chapter 1 — the toolingis freely available).
11. Attacker downloads all publicly accessible files and searches for credential patterns using automatedtools (truffleHog, detect-secrets, etc.).
12. Valid AWS access keys are discovered. Attacker queries AWS STS to determine the key'spermissions.
13. If the key has s3:DeleteObject or s3:PutObject permissions, the attacker proceeds to the deletionphase.
14. All objects in targeted buckets are deleted. Versioning is disabled if not already (if the key hass3:PutBucketVersioning permission).
15. Ransom note is uploaded to the now-empty bucket as a single TXT object.
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Attack Vector 2: IAM Policy Exploitation
73% of buckets in our dataset had IAM policies granting access to principals beyond the documentedoperational requirement. Excess IAM permissions are the primary mechanism by which a compromisedcredential in one part of an organization's AWS environment can pivot to attack S3 buckets in another.
The Confused Deputy Problem at Scale
AWS IAM resource-based policies (bucket policies) can grant access to any AWS principal, includingprincipals in external AWS accounts. We found 2,847 buckets with bucket policies granting access toprincipals whose AWS account IDs did not match any account in the bucket owner's AWS Organization. In61% of cases, these external grants were orphaned — the external account no longer existed or was nolonger controlled by the intended party.
Orphaned cross-account grants are particularly dangerous: if the external AWS account has been deleted,AWS may reuse that account ID for a new customer who then inherits the access grant.
Attack Vector 3: Pre-Signed URL Abuse
Pre-signed URLs grant time-limited access to specific S3 objects without requiring AWS credentials in therequest. They are widely used for legitimate purposes: sharing files with external parties, enabling client-side uploads, serving private content. The security vulnerabilities arise from poor lifecycle management.
Documented Abuse Patterns

• Pre-signed URLs embedded in client-side JavaScript with excessively long expiration windows (wefound URLs valid for up to 365 days in publicly accessible JS files)
• Pre-signed URLs generated for DELETE operations (S3 supports pre-signed DELETE requests —many developers are unaware of this)
• Pre-signed upload URLs without content-type or content-length restrictions, enabling attackers toupload malicious content to trusted buckets

Attack Vector 4: Ransomware via Compromised CI/CD Pipeline
Modern software delivery depends on CI/CD pipelines with broad S3 access for artifact storage, deploymentpackages, and environment configuration. CI/CD systems are high-value targets precisely because their S3access is broad and operationally critical.
In 2025, we tracked 23 confirmed incidents where ransomware actors compromised CI/CD pipelinecredentials (GitHub Actions secrets, Jenkins environment variables, GitLab CI/CD variables) and used thosecredentials to target S3 buckets. The average organization affected had 47 S3 buckets accessible via CI/CDcredentials, all of which were targeted in the attack.
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Attack Vector Prevalence Avg. Data Loss Without Controls
Exposed credentials in publicbuckets 31% of compromised orgs 100% of affected buckets

IAM policy exploitation 28% of compromised orgs 67% of affected buckets
Pre-signed URL abuse 19% of compromised orgs Targeted objects only
CI/CD pipeline compromise 14% of compromised orgs 100% of CI/CD-accessible buckets
Supply chain / third-party access 8% of compromised orgs Variable (partner-scoped)
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Chapter 4: IAM Policy Failures — The InvisibleThreat
Why IAM Is the Root Cause of Most S3 Breaches
S3 misconfiguration headlines typically focus on "public buckets" — the dramatic, visible failure whereanyone on the internet can list and download bucket contents. But in our dataset, public accessmisconfigurations account for only 43% of critical security failures. The remaining 57% are IAM policyfailures: configurations that look secure from the outside (no public access) but grant excessive permissionsto authenticated principals who then become the attack surface.
IAM policy failures are more dangerous than public access failures in two ways: they are invisible to mostautomated security scanners (which focus on public access checks), and they create insider threat andcredential-theft attack paths that are harder to detect and attribute than external network attacks.
The Permission Creep Problem
Permission creep is the gradual accumulation of excessive permissions over time as organizational needsevolve and old access grants are never revoked. In our dataset:

• Average number of IAM principals with access to each bucket: 4.7
• Percentage of those principals verified as actively used in the preceding 90 days: 12%
• Percentage of buckets with at least one principal using wildcard actions (s3:*): 41%
• Percentage of buckets where a principal had s3:DeleteBucket permission: 34%

The Principle of Least Privilege — Honored in the Breach
AWS explicitly recommends the principle of least privilege for all IAM policy design: grant only thepermissions required to perform the documented task, and no more. Our data shows that 88% ofactive IAM principals with S3 bucket access have permissions that exceed their documentedoperational requirement. Least privilege is universally endorsed and almost universally ignored inpractice.

Most Dangerous IAM Policy Patterns
Pattern 1: The Admin Delegation Anti-Pattern
A bucket policy grants "iam:PassRole" or "sts:AssumeRole" to a principal with S3 access. This allows theS3 principal to escalate privileges to any IAM role it can assume — potentially including roles withadministrative access to the entire AWS account. We found this pattern in 7,341 buckets.
Pattern 2: The Wildcard Action Trap
"Action": "s3:*" grants all S3 actions including s3:DeleteBucket, s3:PutBucketPolicy (which could removeaccess controls), s3:PutBucketPublicAccessBlock (which could re-enable public access), ands3:PutObjectAcl (which could make individual objects public). Legitimate read-only use cases should use"Action": ["s3:GetObject", "s3:ListBucket"] — nothing more.
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Pattern 3: The Orphaned Trust Relationship
Bucket policies with cross-account access grants to AWS account IDs that no longer exist (account deleted,company acquired, vendor relationship terminated). AWS account IDs can be recycled, meaning a new AWScustomer who happens to receive a recycled account ID inherits the trust relationship. We found 3,891buckets with grants to non-existent accounts.
Pattern 4: The Condition Block Omission
Policies that use "Principal": "*" (any AWS principal) without a Condition block restricting the scope. Evenwhen "Action" is restricted to read-only operations, a wildcard principal without conditions grants read accessto any authenticated AWS user globally. We found this in 31% of buckets with wildcard principals.

IAM Anti-Pattern Buckets Affected Severity
Wildcard Action (s3:*) 41% of dataset CRITICAL
No Condition on WildcardPrincipal 31% of dataset CRITICAL

Orphaned Cross-Account Trust 18% of dataset HIGH
Admin Delegation(PassRole/AssumeRole) 3.4% of dataset CRITICAL

Stale Service Principal Access 27% of dataset HIGH
MFA Not Required for SensitiveOperations 67% of dataset HIGH
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Chapter 5: Everabyte® Hardening Guide
The 15-Minute Critical Fix List
The following controls address the top three misconfiguration categories and can be implemented in under15 minutes per bucket using the AWS Management Console, AWS CLI, or Terraform. We provide CLIcommands for each control for infrastructure-as-code environments.

Apply at Account Level First
All of the following controls should be applied at the AWS account level (using S3 Account Settings for BlockPublic Access) before applying at the individual bucket level. Account-level controls serve as a catch-all backstopthat prevents any bucket in the account from accidentally overriding secure settings.

Fix #1: Enable S3 Block Public Access (5 minutes)
This single control prevents any bucket in the account from being made publicly accessible, regardless ofbucket policy or ACL configuration. It should be the first control applied to any AWS account.

AWS CLI Command
aws s3control put-public-access-block --account-id <ACCOUNT_ID> --public-access-block-configurationBlockPublicAcls=true,IgnorePublicAcls=true,BlockPublicPolicy=true,RestrictPublicBuckets=true

Fix #2: Enable Server Access Logging (3 minutes per bucket)
Server access logging records all requests to a bucket, including the requester's identity, the requestedresource, the request time, and the response status. This is the minimum forensic capability required forbreach investigation.

AWS CLI Command
aws s3api put-bucket-logging --bucket <BUCKET_NAME> --bucket-logging-status '{"LoggingEnabled":{"TargetBucket": "<LOG_BUCKET>", "TargetPrefix": "<BUCKET_NAME>/"}}'

Fix #3: Enable Versioning with MFA-Delete (5 minutes)
Versioning preserves all versions of every object, enabling recovery from accidental or malicious deletion.MFA-Delete requires a physical MFA device to permanently delete versions or disable versioning, preventingcredential-theft-based deletion attacks.

AWS CLI Command
aws s3api put-bucket-versioning --bucket <BUCKET_NAME> --versioning-configurationStatus=Enabled,MFADelete=Enabled --mfa "<SERIAL_NUMBER> <TOKEN_CODE>"
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Encryption Hardening: From SSE-S3 to Customer-Managed Keys
Upgrading from SSE-S3 (provider-managed keys) to SSE-KMS with a customer-managed CMK providesmeaningful key control. The process involves: creating a CMK in AWS KMS, attaching a key policy thatgrants your principals access, and updating the bucket's default encryption to use the CMK ARN.
For maximum privacy — equivalent to zero-knowledge storage — client-side encryption using the AWSEncryption SDK (before upload) with keys managed in your own HSM or KMS provides cryptographicguarantees that AWS cannot decrypt your data regardless of legal compulsion or infrastructure breach.
Automated Compliance Monitoring
Manual bucket audits are insufficient at enterprise scale. The following automated controls should beimplemented as a continuous compliance posture:

• AWS Config Rules— enable the s3-bucket-public-read-prohibited, s3-bucket-server-access-logging-enabled, s3-bucket-versioning-enabled, and s3-bucket-ssl-requests-only managed rules. Configrules evaluate all buckets on creation and on configuration change, triggering SNS alerts for non-compliant configurations.
• AWS Security Hub — consolidates findings from Config Rules, GuardDuty, Macie, and third-partysources into a single prioritized security findings dashboard. Enable the AWS Foundational SecurityBest Practices standard, which includes S3-specific controls.
• Amazon Macie — automated sensitive data discovery. Macie scans bucket contents and classifiesdiscovered data against GDPR, HIPAA, and PCI DSS data patterns. Essential for maintainingawareness of where sensitive data lives across a large bucket estate.
• AWS CloudTrail with S3 Data Events — enables logging of all GetObject, PutObject, andDeleteObject API calls across your bucket estate. Without data event logging, an attacker whoexfiltrates data via authenticated API calls leaves no forensic trail in CloudTrail.

Everabyte® Integration: Immutable Zero-knowledge Backup
For organizations requiring the highest level of data protection, Everabyte® provides an immutable, zero-knowledge backup layer for S3 bucket data. Our S3-compatible API endpoint can be configured as areplication destination for any S3 bucket, continuously mirroring object writes to Everabyte®'s immutablestorage layer.
The integration provides: continuous replication (objects replicated within 30 seconds of write), immutabilityguarantee (Everabyte® objects cannot be deleted for the configured retention period, regardless of APIcalls), zero-knowledge encryption (objects are encrypted client-side before replication — Everabyte®servers never see plaintext), and WORM compliance (compliant with SEC 17a-4, CFTC 1.31, and FINRAdata retention requirements).
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Chapter 6: IAM Policy Audit Playbook
The 30-Day IAM Cleanup Sprint
Systematic IAM policy cleanup for a large AWS environment cannot be accomplished in a single session.We recommend a 30-day sprint structure that addresses the highest-risk patterns first and builds sustainablehygiene practices for ongoing governance.
Week 1: Discovery and Inventory
Before making any changes, build a complete picture of the current IAM landscape for S3 access. Thefollowing commands enumerate all principals with S3 access and their effective permissions:

16. Generate IAM Credential Report: aws iam generate-credential-report && aws iam get-credential-report — identifies all IAM users, their last active date, and whether their access keys have beenused recently.
17. Enumerate all bucket policies: for each bucket, aws s3api get-bucket-policy --bucket <BUCKET> —export all policies to a central repository for analysis.
18. Identify wildcard principals: parse policy JSONs for "Principal": "*" or "Principal": {"AWS": "*"}patterns. These are your highest-priority remediation targets.
19. Identify wildcard actions: parse policy JSONs for "Action": "s3:*" patterns. List all principals usingwildcard actions and their associated use cases.
20. Run AWS Access Analyzer: aws accessanalyzer list-findings — Access Analyzer identifies S3buckets accessible from outside your AWS organization, including cross-account and cross-regionaccess paths.

Week 2: Risk Triage and Remediation Planning
Categorize all findings fromWeek 1 into three tiers: Immediate (wildcard principals without conditions, admindelegation, publicly accessible buckets — fix within 48 hours), Short-term (orphaned cross-account trusts,wildcard actions on sensitive buckets — fix within 2 weeks), and Long-term (permission creep cleanup,lifecycle policy implementation — fix within 30 days).
Week 3: Remediation Execution
Execute remediations in tier order. For each remediation:

21. Document the current policy in version control before making changes.
22. Apply the least-privilege replacement policy in a staging environment.
23. Verify that all documented use cases continue to function under the new policy.
24. Apply to production with a 48-hour monitoring window.
25. Confirm via Config Rules that the bucket is now compliant.

Week 4: Process and Tooling
Implement the automated controls from Chapter 5 to prevent permission creep from recurring. Establish aquarterly IAM review process with defined ownership. Implement mandatory IAM policy peer review in yourchange management process.
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Chapter 7: Free Scanner Tool & 15-MinuteRemediation
Everabyte® S3 Security Scanner
To make the findings of this report immediately actionable, Everabyte® is releasing the S3 Security Scanneras a free, open-source tool under the Apache 2.0 license. The scanner assesses all 10 misconfigurationcategories from Chapter 2, generates a prioritized remediation report, and — with a single flag — appliesthe critical fixes automatically.
What the Scanner Checks

Check API Used Fix Available
Public Access Block status get-public-access-block Auto-fix with --remediate
Bucket policy wildcardprincipals get-bucket-policy Report only (requires review)

Server access logging get-bucket-logging Auto-fix with --remediate
Versioning status get-bucket-versioning Auto-fix with --remediate
MFA-Delete status get-bucket-versioning Manual (requires MFA device)
Default encryption type get-bucket-encryption Report only (key selection required)
CORS configuration get-bucket-cors Report only (requires review)
Lifecycle policies g e t - b u c k e t - l i f e c y c l e -configuration Report only (policy design required)

Object Ownership setting get-bucket-ownership-controls Auto-fix with --remediate
CloudTrail data events get-event-selectors Report only (cost implications)

Sample Scanner Output
Below is a representative sample of the scanner output for a typical misconfigured bucket:
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Chapter 8: Industry Benchmarks & 2027 Outlook
Year-Over-Year Misconfiguration Trends
To contextualize our 2025/2026 findings, we compared our data against historical datasets from publicbreach databases, prior academic research, and Everabyte®'s own scanning programs conducted in 2023and 2024. The trend data reveals a paradox: despite increased awareness, remediation tooling, andregulatory pressure, the overall misconfiguration rate has improved only marginally.

91%
2023 misconfiguration rate (our prior scan, 800Kbuckets)

87%
2025 misconfiguration rate (this report, 2.1M buckets)

89%
2024 misconfiguration rate (our prior scan, 1.4Mbuckets)

2%
Improvement per year — at this rate, secure defaults in 43.5 years

The marginal improvement (91% → 87% over two years) is attributable almost entirely to AWS's decision toenable Block Public Access by default for new buckets created after April 2023. Existing buckets —representing the vast majority of the dataset — have not been retroactively remediated in meaningfulnumbers.
The Regulatory Pressure Wave: 2026-2027
Three major regulatory developments will materially impact cloud storage security posture requirementsover the next 18 months:
EU NIS2 Directive — Full Enforcement from October 2024
NIS2 expanded the EU's Network and Information Security requirements to a much broader set of sectors("essential" and "important" entities) and introduced personal liability for management bodies in the event ofsignificant incidents. Article 21 requires organizations to implement "appropriate and proportionate technicaland organisational measures to manage the risks posed to the security of network and information systems."
For cloud storage specifically, NIS2 enforcement authorities have signaled that publicly accessible bucketscontaining organizational data will be treated as per se violations of the technical measures requirement.Expected first enforcement actions against misconfigured S3 deployments: H1 2026.
US SEC Cybersecurity Disclosure Rules — Materiality Interpretations
The SEC's cybersecurity disclosure rules (effective December 2023) require public companies to disclosematerial cybersecurity incidents within 4 business days of determining materiality. In 2025, the SEC issuedguidance clarifying that a data breach involving customer PII is presumptively material for companies abovea certain size threshold. This guidance directly increases the financial stakes of an S3 misconfiguration thatresults in unauthorized data access.
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DORA (EU Digital Operational Resilience Act) — January 2025
DORA, applicable to financial entities and their critical ICT third-party service providers operating in the EU,requires comprehensive ICT risk management including specific requirements for cloud storage: dataclassification and access control, encryption of data at rest and in transit, and incident detection and reportingfor unauthorized access events. Financial sector organizations using S3-compatible storage for regulateddata must demonstrate DORA compliance by January 2025.
2027 Threat Landscape Forecast
Based on observed attack trend evolution and emerging tooling in threat actor communities, Everabyte®Threat Intelligence forecasts the following S3 security developments for 2026-2027:

26. AI-powered misconfiguration scanning by threat actors. Automated tools that enumerate and exploitS3 misconfigurations will incorporate LLM-based analysis to identify high-value targets withinseconds of discovery. The window between misconfiguration and exploitation will shrink from hoursto minutes.
27. Supply chain attacks via S3-hosted dependencies. Static assets, JavaScript libraries, andconfiguration files served from S3 buckets are increasingly targeted for web supply chain attacks. Anattacker who can write to a bucket hosting a widely-used JavaScript library can inject malicious codeinto thousands of downstream websites.
28. Quantum-readiness pressure. Post-quantum cryptography standards finalized by NIST in 2024create compliance pressure for organizations whose encryption key management relies on RSA orECC. S3 deployments using SSE-KMS with RSA-wrapped keys will need migration plans to ML-KEM-based key encapsulation by 2028.
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Conclusion & Next Steps
The S3 security landscape in 2026 is defined by a persistent, structural gap between the security guidancethat cloud providers publish and the security posture that organizations actually implement. Our scan of 2.1million public buckets found that 87% have at least one critical misconfiguration — a figure that should beimpossible eight years after the first major S3 breach headlines.
The root cause is not ignorance. Most engineering teams are aware that public buckets are dangerous. Theroot cause is a combination of legacy configurations that predate modern security defaults, permission creepthat accumulates over years of organizational change, and the absence of continuous automated compliancemonitoring that would catch misconfigurations before they become breaches.
The good news, and the central message of this report, is that these problems are entirely solvable withtooling and processes that are available today — most of them free, all of them well-documented. The 15-minute fix list in Chapter 5 addresses the three most critical misconfiguration categories. The free scannertool in Chapter 7 identifies every finding from this report in your own environment. The IAM audit playbookin Chapter 6 provides a structured 30-day path to least-privilege compliance.

15 min
Time to fix the three most critical S3misconfigurations

30 days
Duration of the IAM cleanup sprint to least-privilege

Free
Cost of the Everabyte® S3 Security Scanner

2026
Year regulators begin active enforcement — act now

Your Next Three Actions
29. Enable Block Public Access at the account level if you have not already. This single control preventsthe most common class of S3 breach. It takes 3 minutes. Do it before you finish reading this sentence.
30. Request an Everabyte® Enterprise Security Assessment. Our team will conduct a comprehensivereview of your S3 configuration, IAM policies, CloudTrail coverage, and Macie findings, and delivera prioritized remediation roadmap with effort estimates. For organizations with over 100 buckets, thisassessment consistently surfaces critical findings that automated tools miss.
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